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1 INTRODUCTION

1.1 DATAPORTS PROJECT OVERVIEW

DataPorts is a project funded by the European Commission as part of the H2020 Big Data Value PPP
programme, and coordinated by the ITTechnological Institute of Informatics. DataPorts rely on the
participaton of 13 partners from five different nationalities. The project involves the design and
implementation of a data platform, its deployment in two relevant European seaports connecting to their
existing digital infrastructures and addressing specific lgoaistraints. Furthermore, a global use case
involving these two ports and other actors and targeting ifert objectives, and all the actions to foster

the adoption of the platform at European level.

Hundreds of different European seaport
collaborate with each other, exchangin
different digital data from several date

sources. However, to achieve efficier Data i

. . . governance
collaboration and benefit from Aased techmcal | ot snconncen
technology, a new integrating environmen models Data protaction
is needed. To this end, DataPorts project

designingand implementing an Industrial

Data Platform. 4 \\

. 1]
The DataPorts Platform aim is to connect N Shippie
the different digital infrastructures m % % T R
currently existing in digital seaport .
enabling the interconnection of a wid o B
variety of systems into a tightly integratec i ) Digital connected port (gt
ecosystem. In addition, to set the policie;\k /
F2NI I GNUZAGSR YR NBtAFoftS RFEGF aKFENAY3I yR (NI R/
proposition. Finally, to leverage on the data collected to provide advanced Data Analytic services based on
which the different actors in the port value chain could develop novel Al and cognitive applications.

Advanced services for cognitive ports

Data platform

Port authority

"

Terminal
operator

1

DataPorts will allow establish a future Data Space unique for all maritime ports of Europe and contribute to
the EC global objective of creating a Comraomopean Data Space.

1.2 DELIVERABLE PURPOSE AND SCOPE
Specifically, the DOA states the following regarding this Deliverable:

This deliverable consists on the final version of the software applications developed in the pilots, including
changeset, final listof features and user documentation.

The purpose of this document is to describe the final state of the pilots on M39, with a description of what
has been done, from the final use case descriptions to the-Bjegtep demonstration. With that view in
mind, this document splits the content in two different kind of progress reports.

On one hand it contains descriptions of the activities that have been performed by many involved partners,
how the functionalities of the platform are demonstrated in the scéosrand how the components and
other outcomes of the project (i.e., data models) are present in the use cases.

On the other hand, the final description of the use cases is presented, including the activities that have been
carried out, from the allocatiorof physical resources to the implementation of new applications. Each
scenario will include its own description of how the pilot has been implemented and the user documentation
of the applications involved.
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1.3 DELIVERABLE CONTEXT

Its relationship to other douments is as follows:
Primary Preceding documents:

9 Description of Action (DOA): Provide the foundation for the actual research and technological
content of DataPorts. Importantly, the Description of Action includes a description of the overall
project woik plan.

1 D2.1- Industrial Data Platforms and seaport community requirements and challenges: the content
of the analysis of current infrastructures is the basis for the use case definitions.

1 D2.4¢ Platform architecture and specifications: it describes filmgctionalities and the components
that are demonstrated in the pilots.

1 D5.1- Integration, software quality assurance and deployment plan: it describes the plan of activities
F2NJ GKS LAET20aQ AYLX SYSylldAazyo

1 D5.3¢ Use case oriented pilot initial versiomhe status of the pilots and the applications at the
beginning of the integration.

Primary Dependant documents:

1 D5.5- Use cases and applications evaluation report: Contains the results of the DataPorts
requirements and use cases evaluation.

1.4 DOCUMENT STRUIRE

This deliverable is broken down in the following sections:

9 Section 1lintro: It includes an introduction to the project, a short description of the purpose and
scope of this document and the dependencies with other deliverables.

1 Section 2General A project progress overview, functionalities and usage of the components in the
LAf20ad ! faz2y RSAONALIIAZ2Y 2F (GKS adrddza 2F (GKS

1 Section 3 Port of Valencidt describes the activities performed for theghementation of the pilot,
the required infrastructure, the deployment of the applications and services, and the use of the
platform. They are included also the final version of the use cases and the references to the
FLILJX AOF A2y aQ dzaSNJ Y|l ydz tfao

1 Section 4Port of Thessalonikilt describes the activities performed for the implementation of the
pilot, the required infrastructure, the deployment of the applications and services, and the use of the
platform. They are included also the final version of the wases and the references to the
FLILX AOF GA2yaQ dzaSNJ YI ydzZ f ao

1 Section 5 Smart containerft describes the activities performed for the implementation of the pilot,
the required infrastructure, the deployment of the applications and services, and the ue of
platform. They are included also the final version of the use cases and the references to the
FLILX AOF GA2YyAaQ dzaSNJ YI ydzZ f aod

1 Section 6 Port management system integratioft: describes the activities performed for the
implementation of the pilot, the requéd infrastructure, the deployment of the applications and
services, and the use of the platform. They are included also the final version of the use cases and
GKS NBFTSNByOSa (2 GKS LI AOFGA2yaQ dzaSNJ YI ydz

1 Section 7 Conclusiondt resumes thdinal status of the demonstrations, the obtained experience
and the lessons learned.

D5.4 Use Caderiented Pilots Final Version 13/ 133



I r I DataPorts A Data Platform for the Cognitive Ports of the Future

Annexes:
9 AnnexA: User manuals

9 Annex B:Change logs

D5.4 Use Caderiented Pilots Final Version 14/ 133



I r I DataPorts A Data Platform for the Cognitive Ports of the Future

2 GENERAL

2.1 PROJECT OVERVIEW

! LINE2SO0 20SNBASE O2yaARSNRAYy3I GKS LI fChdeDiented2 A y
Pilots Initial Version (M24). In this section we will explain in a general way the progress of the project and the
integration of the platform in the different pilots that have been implemented in the last year of the project.

In this documat we will find the final use case description and status, and a new scenario that has been
added to the Valencia pilot to showcase the integration of services provided by other data federation with
data from DataPorts through IDS connectors.

First thing © mention is that the project had an initial planning for 36 months, starting in January 2019 and
finishing in December 2022. Because of the COVID pandemic some of the tasks were delayed and some
partners had difficulties to find the expected resourcestts® consortium decided to ask for a 3 months
extension of the project, that was accepted by the EC.

TheFigurel depicts the activities performed from the M24 to M3®ntaining the main activities related
GAGK GKS LIAf20Qa AYLX SYSyidlF A2y GKS LIXIFGF2NY Ay

Year 3 Year4
JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC JAN FEB MAR
25 26 27 28 29 30 31 32 33 34 35 36 37 38 39

Use cases specifications
Common vocabulary

Description of scenarios

Functionalities ation matrix
Roles

Data access

Data models

q

Platform components
Current applications
New applications

Platform components

Current applications

New applications

Security and quality assurance
Testing and evaluation
Deliverables

Figurel ¢ Performed activities

As shown in the previous figure, the main deliverables of the Wiekiding this one, have been moved to
M39.

Along the last year of the project, in each of the pilots, the task leaders have provided all the required
infrastructure, that is needed not only for the applications and the demonstrations but also for the
deployment of DataPorts. Because the platform has a modular architecture, some of the components are
present in every pilot to keep the data near the source following an edge computing approach and other are
single instances shared among the scenarios. Ferphipose, servers have been provided and access has
been granted to stakeholders and involved parties, as the needed support to be able to work in the different
environments.

Agents have been implemented for the acquisition of data and its transformatikonthe data models
defined also in the scope of this project. The whole components of DataPorts have been integrated with the
mechanisms defined for the security of the platform, building a secure environment for the exchange of
information. All the agets have been also prepared to work with the different components required in each

of the scenarios for the processing of the data, considering the conditions of the use cases. How to access
the components of the platform and how they interact, the usghts to access these components and the
permissions to the data, everything is ruled and protected through the Data Governance and other security
components of the platform.
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Furthermore, to meet the use case objectives, new applications have been imgkiterdemonstrate the
benefits of using DataPorts. These applications are described along the document, as well as how users
interact with them to validate the platform functionalities.

In addition, in the following sections of the document, all the\atitis performed by the consortium related
with the implementation of the pilots to achieve the results are described.

2.2 COMPONENT DEFINITIONS

TheTablel briefly descibes the components of DataPorts architecture.

COMPONENT DESCRIPTION

Data Access Component Responsible for gathering, transforming and
publishing data from different data sources to the
platform.

Semantic Interoperability Component Exposes anified API to access the data from the

different data sources connected to the DataPorts
platform, providing both reatime and batch historica
data to the data consumers.

Data Abstraction and Virtualization Prepares the data inputs form vatie sources inside
Component the generic DataPorts architecture, exporting the
result datasets through exposed RESTful APIs.

Data Governance Component Enables the handling of higjuality data, monitoring
its complete lifecycle. It increases consistency and
confiderce of the data registered, improving data
security, and minimizing the risk of not complying
with relevant regulation.

Automatic Model Training Engine Optimises business process using machine learnin
techniques.
Processbased Analytics Component Uses the data available in the form of event logs (i.¢

sequences of business process actions) to deliver
predictive, prescriptive and explainable process
monitoring capabilities.

Tablel ¢ DataPorts platform components

2.3 USE CASEEBD PLATFORM FUNCTIONALITIES

The DataPorts platform has been designed to provide multiple functionalities in order to achieve the
expected goals. The pilots and scenarios use them as part of the demonstrations of the project.

TheTable2 shows the scenarios of the use cases with their short names.

Use case short name Use case complete name

TTO Tracking of Transport Operations

DSS Port Authority Data Sharing amkhalytics Service
VGM Sharing Verified Gross Mass

DCN Digital Consignment Note
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Use case short name Use case complete name
CPU Container Pickip
AUC Analytics Use Case for ThPA
SCO Smart Containers
PNS Posidonia Notifications

Table2 ¢ Scenarios of the pilots

91 OK &O0SYyIFINAR2 2F GKS LAf20G AYLX SYSyida 2N AyidS3aNt
objectives; functionalities are demonstrated depending on the use of these component3.ables lists
where the functionalities of the platform are showcased.
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A Data Platform for the Cognitive Ports of the Future

DSS VGM | DCN CPU 6 AUC SCO| PNS

The DataPorts platform provides various platform governance capabilities and
F2.1 | interoperability among different platforms
TheDataPorts platform sets a data driven ecosystem ready for a comprehensive
F2.2 o ) o
exploitation of data, and virtual data repositories
The DataPorts platform introduces a novel, decentralized architecture, data and €
F2.3 : -
can berecorded on a blockchain for transparency and credibility
The DataPorts platform (through blockchain technology) implements all the
F2.4 | authentication and authorization mechanisms to allow data sharing and trading in
secure and relialel way
The DataPorts platform will be aligned with International Data Spaces (IDS) refer
F2.5 | model, offering data owners the option to describe connectors where type and
conditions of data will be clearly stated and offereddita consumers
The DataPorts platform provides Orion Context Broker and Blockchain componen
F2.6 - -
registering the description of the data
F2.7 | The DataPorts platform enables the data owners to exchange data
F2.8 | The DataPorts platform enables data sovereignty
£31 The DataPorts platform enables connections with external sources of data suppo
' by data agents manager
£3.2 The platform will enable a real connection among current IT systems in ports
' environment, allowing them to share data and knowded
£33 The DataPorts platform provides data sanitization algorithm to guarantee data
' integrity
F3.4 | The DataPorts platform establishes machine learning models

D5.4 Use Case Oriented Pilots Final Version
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F3.5 | The DataPorts platform enables tfederation of data varying in syntax and semanti
The DataPorts platform provides efficient and effective techniques for data wrapp
3.6 | to represent the underlying mechanism sapporta selective, release, storage, and
analytics on data

F3.7 | The DataPorts platform provides semantic stream processing

3.8 | The DataPorts platform provides semantic data compression

F3.9 | The DataPorts platform provides declarative, distributed data aggregation

£3.10 DataPorts platform provides an innovative user interface to guide the user in
' specifying privacy and data access policies

F3.11 | TheDataPorts platform provides the data owners data driven analytic services

F3.12 The DataPorts platform provides the consumers and end users new Al and cogni
' applications

F3.13 | The DataPorts platform provides tools to helgcision processes

F3.14 | The DataPorts platform provides smart API for cognitive services

£3.15 The DataPorts platform processes streams of records and publish and subscribe
' streams of data

£3.16 TheDataPorts Platform provides a framework for semantic interoperability from
' several sources

F3.17 | The DataPorts Platforms offers an ontology to guarantee semantic interoperability

F3.18 | The DataPorts Platforprovides RESStyle interaction with Linked Data

F3.19 | The DataPorts Platform provides a data source metadata registry

F3.20 | The DataPorts Platform provides data from a federated database on demand

D5.4 Use Case Oriented Pilots Final Version
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F3.21

TheDataPorts Platform provides data from a federated database through publish
subscribe model

Provide a platform to ensure data sharing among the actors operating in diverse 9

F4.1 | chains per the defined data governance rules that resgiee competitive advantage
of all (who access what)
F4.2 The DataPorts platform provides services to ensure securityestéction of shared
' data
The DataPorts platform ensures the needed anonymizatiateadentification
F4.3 | mechanisms while preserving the individual features required for effective big dat
analytics
F4.4 | The DataPorts platform provides clear rules on how data will be accessed
F4.5 | The DataPorts platformrovides flexibility of policies on data distribution
F4.6 | The DataPorts platform provides end to end secure environment
F4.7 The DataPorts platform ensures full compliance with General Data Protection
' Regulation (GDPR)
F4.8 The DataPorts platform enables efficient processing over protected data while

preventing(or limiting) access to actual data content by other parties

Table3 ¢ Functionalities of the platform
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2.4 DATAPORTS COMPONENTS

From the previoud able3 where the scenarios and functionalities have been matched, we can go one step
further and showcase which components of the platform are going to be part of the scenarios.

Depending on the ragrements of the scenarios because the functionalities of the platform are provided by
components, the elements to include are not the same for all of them.Tdi#e4 lists the usage of the
different components of the platform in the scenarios implemented in the project demonstration.

Component TTO | DSS VGM DCN CPU| AUC SCO PNS
Data Access Component

Semantic Interoperability Component

Data Abstraction and Virtualization Component

Data Governance Component

Automatic Model Training Engine

Processhased Analytics Component (*)

Blockchain infrastructure

Table4 ¢ Components and scenarios

(*) Note concerningprocessbased analytics componentThe functionalities of this component are fully
implemented and validated using extensive benchmark data sets from the research comfurtiig

1 The implementation of the components is available from:

1 Prescriptive Analytics: https://qgit.uni-due.de/abpm/isj

1 Explainable Predictive Analytics: https://git.uni-due.de/adi645f/cf4Abpm-artifacts

1 Explainable Prescriptive Analytics: https://qgit.uni-due.de/rl4sas/xrl-dine

See the following research papers:
1 Prescriptive Analytics: https://git.uni-due.de/abpm/isj

1 Explainable Predictive Analytics: https://qit.uni-due.de/adi645f/cf4bpm-artifacts

1 Explainable Prescriptive Analytics: https://git.uni-due.de/rl4sas/xrl-dine

2 See the following research papers:

1 Prescriptive Analytics: A . Met zger , T. Kl ey, and A. Pal m iTr

adaptations via online reinforcement |l earning, 0
Management (BPM 2020), Sevilla, Spain (virtual), September 13-18, 2020, ser. LNCS, D. Fahland, C.
Ghidini, J. Becker, and M. Dumas, Eds., vol. 12168. Springer, 2020;

1 Explainable Predictive Analytics: T . Huang, A. Metzger, and K. Pohl

for Predictive Business Pr ocess Monitoring, o0 in 18th European

Conference on Information Systems (EMCIS 2021), December 8-9, 2021, Online, Springer LNBIP
437, pp. 399-413 1 Best Theoretical Paper Award

C

1 Explainable Prescriptive Analytics:F. Feit, A Met zger , K. Pohl, AExplaining
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demonstrates the innovation and progress from the state of the art brought about by the deep AI/ML
techniques focused in this component.

The procesdased analytics coppnent addresses the following recommendation of PR1: "The focus of the
development in data analytics services and cognitive applications is mainly on regression models of time
series data, but tools for other type of analytics tasks or data might alsooheidered to make the
components more generally applicable to possible (future) use cases.". The pbasest analytics
component works on event logs. An important difference event log data and time series data is the kind of
data used for the AlI/ML congments. While time series data represent values of single or multiple variables
at different points in time (such as humber of containers or trucks), event log data represent sequences of
process events. In addition to a timestamp, a process event typigadludes an event label (uniquely
identifying the process step) and additional attributes of the event. As such, there is an important semantic
difference between a data point in a time series and a process &vent

By using benchmark data sets fromsearch, the procedsased analytics component addresses another
recommendation of PR1: "Also, the components of data processing and data analytics services are currently
restricted to and finguned for the pilot use cases, the project might considerimgtendusers build up their

own data processing and analytics (including parameters) pipeline to provide more flexiNig."
approached this recommendation from a research angle, meaning that by applying the pbasess
analytics component to benachmark data sets from research, we demonstrated the generalizability of results.

While the potential use of the component as part of the two indicated scenarios is described in the remainder
of this deliverable, due to the limited volume and variety of tteadthat was collected via the DataPorts
platform, it was not possible to assess and demonstrate the benefits of the component in the setting of the
two concrete use scenarios.

2.5 SECURITY AND QUALITY ASSURANCE

The security and quality assurance processsigied in several tasks and activities performed along the
project with the aim to secure the DataPorts platform.

The first task was a Risk Assessment, which is the process of identify, analyse, and evaluate the risks that may
affect the DataPorts platform and impact the confidentiality, integrity or availability of DataPorts data or
functions. By carrying out this task, the potential attacks, and risks in DataPorts were identified and measures
to address them were proposed.

The followingtask was a Security Code Review, which is the process of reviewing the code through several
tools and scans. By reviewing the code, vulnerabilities in the code were identified. These vulnerabilities
constituted a risk of attack on the platform, so they wemnalysed and assessed. Also, proper
countermeasures were proposed.

The following task was a Penetration Test, which is the process of carrying out a dynamic test to the platform.
All vulnerabilities that the DataPorts platform present were identifiedalgsed, and evaluated. Each
vulnerability presents a risk that was assessed. Also, countermeasures were proposed for addressing the
vulnerabilities of the platform.

Learning Decisions of Self-Adapti ve Systemsh, in 3rd I ntodl Confer
Self-Organizing Systems (ACSOS 2022), Virtual, CA, USA, September 19-23, 2022, R. Casadei, E.
Di Nitto, I. Gerostathopoulos, D. Pianini, |. Dusparic, T. Wood, P. R. Nelson, E. Pournaras, N.
Bencomo, S. G6tz, C. Krupitzer, and C. Raibulet (Eds.), IEEE, 2022, pp. 51-60 i Best Paper Nominee

SA. Met zger, A. Neubauer, P. Bohn, a ondusing .deepPleaming APro
ensembles, o in 31lst I nt 6l Conference on Advanced | nf
Italy, June 3-7, 2019, ser. LNCS, P. Giorgini and B. Weber, Eds., vol. 11483. Springer, 2019, pp. 5471 562
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The following task was a Security Revision, which is the process of testing the plattbrovanify whether
the security requirements defined for the platform and the components have been followed. Verifying the
platform is compliance with the security requirements defined.

The following task was to deploy an ldentity and access manager ,(MiMgh is responsible of the
management of all the identities in the platform and provides an authentication system used internally by
the components and in the frorend of the components to authenticate the users in a secure way.

Also, the definition, mplementation and testing of governance rules for data sharing, as well as, the
definition, implementation and testing of smart contracts in the blockchain are part of the security and

guality assurance.

The table below presents the actions done regardiveysecurity and quality assurance tasks.

Time Actors Actions
MO01¢M06 | EVR System identification during the risk assessment.
M06-M12 EVR Risk identification, analysis and evaluation of risks. Selection of treat
options andcountermeasures for facing identified risks.
MO06-M12 | IBM, EVR and| Definition of approach for Blockchain for governance rules.
CERTH Selection of Fabric version and development language for chaincode
Definition of a Minimum Viable Product (MVP) for V&®RU and data
governance use cases
MO06-M12 | IBM, OTE, EVFE Definition of the environment and components necessary for traceab
ICCS, CERTH| and secure sharing of data.
M12-M20 IBM, EVR and| Definition of APIs, authorization roles and data access, data model a
CERTH smartcontracts for each use case
5SSt 2LIYSyd 2F (GKS axt TFdzy Ol A 2y
chaincodes for each use case
Deployment of 3 blockchain networks
M12-M20 | IBM, OE, EVR| Definition of the necessary mechanisms for the traceability and secut
ICCS, CERTH| of data and users in the blockchain network.
M12-M20 | EVR Definition of security measures, scope and methodology of the pente
security code review and securiggsting of the DataPorts platform.
Definition of the data anonymization methodology.
M20-M30 | CERTH, EVR | Development of the functionality not included in MVP 1 for each use
and IBM (VGM, CPU, Data governance)
Integrate the Data Governance Serviceg itite DataPorts platform
Verification in smart contracts of the validity of the identity provided b
the identity manager of the platform
M20-M30 | CERTH, EVR | Monitoring and register of transactions in the logger chaincode (clear
and IBM house)
M20-M30 | EVR To carry out the pentest, the security code review and the testing of
pilots. All the results are included in the deliverable.
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Actors Actions

M20-M30 | EVR Deployed an IAM systethat integrates with the platform components
as an authentication and access mechanism.

Table5 ¢ Cybersecurity Plan Reporting Table

2.6 DATA MODELS

The data modelling is a process used to define and analyse data requirements nesde@art the business
processes within the scope of the corresponding information systems involved in the use cases. The data
model organizes data elements and standardizes how the data elements relate to one another. Since data
elements document real bf entities, places and things and the events between them, the data model
represents the reality. Therefore, the process of data modelling followed in the DataPorts project involved

the partners focused on the design (WP2) and in the implementation (WRB¢ platform working closely

gAGK SYR dzaSNRa k odzaAySaa aidl {SK2fRSNR 62tp0xX | a
to M29, periodic meetings were held with all these partners to work together on this common goal.

The DataPorts Datdodel is a key element to enable the interoperability aims of the platform, since it defines

the common representation of the information in the DataPorts platform. The common Data Model is
currently hosted in the DataPorts Git repositGrywhichcontains the corresponding documents describing

the syntax of the entities involved, as well as the documentation and examples. The DataPorts Data Model
KIa 0SSy RSAONROSR Ay -D&aProdesshgisorviddVTERS lias @&abidptedt S ¢ 5
and validated in the use cases.

The Data Model has been defined considering the application domain, the needs of the pilots and the existing
ontologies and data models related with the domains that must be covered by the DataPorts Data Model.
Themethodology followed to define the Data Model comprises the steps listed it dode6.

Time \ Actors Actions
M6 -15 UPV/TRX Technology selection andethodology and steps definition.
M15-M22 | WP2 / WP3 Periodical meetings gnd workshops to get feedback from the use cas
IWP5partners |2 Y SNEQ SELISNIAAaSY
1 Identify the concepts involved in the DataPorts use cases.
1 Classify the concepts as entitiestributes, and relationships.
1 Represent these relationships in a technical view.

M15-M22 | WP5 partners | Analyse the ontologies and data models (if this happens) currently us
in each of the scenarios described in the pilots.

M18-M24 | UPV Draft version of the DataPorts Data Model that unifies the informatior]
identified by each use case.

1 Highlevel view of the Data Model.

1 Classify the entities of the common Data Model into a set of
domains and subjects

M22-M24 | UPV Git repository structurereation and collaboration guidelines.

4 https://github.com/DataPortsProject

5 https://dataports-project.eu/deliverables/
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Time \ Actors Actions

M22-M24 | WP2 / WP3 Analyse the existing ontologies and data models from standardizatiot
/WP5 partners | committees that could be reused to define the DataPorts Data Model

M22-M25 | WP2 / WP3 Data Model Vesion 1.0:

/WPS partners 1 Detailed specification of the Data Model.

M25-M32 | WP5 partners | Taking as reference the first version of the Data Model:

1 Data Model improvement and integration in the use cases. Ea
Data Model folder defined in the Git Repository is goinfptlmow
this lifecycle: Incubated / Harmonized / Adopted.

1 Data Model Version 2.0. This version considers the
improvements made during the initial integration in the pilots.
This version of the Data Model also includes J&DNontext
documents and is compiaie with NGSLD.

M30-M36 | WP5 partners | Development and deployment in the pilots of the final versions of the
agents.

Table6 ¢ Data Model Plan Reporting Table

The most relevant concepts from the common Data Model willuptaded to GitHubto make them
available to everyone interested in the mechanisms of interoperability of DataPorts. In addition, some
concepts from the common Data Model that can be used for a wide community ofsmece developers

will be uploaded to the Smart Data Models initiative repository as a contribution from DataPorts. Currently,
these classes are incubated in that location, waiting to pass the corresponding reviews to be adopted.

2.6.1 Data Models Matrix

TheTable7 ¢ Data models and scenarieshows which data models are used in each scenario. This means
that an agent will get the data from the source and transform it according to the schematidefini

Data Model TTO DSS VGM DCN‘ CPU AUC SCO PNS

Trackable Event

Posidonia Event

PortCall

Storedltem

Shipment

PortGateEntry

6 https://github.com/DataPortsProject/datamodel
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Data Model TTO DSS VGM DCN‘ CPU AUC SCO PNS

PortGateExit

Customs

MobilityData

CommercialShipCall

Booking

Parking

ExpectedCruiseShipCall

GateEvent

TravelTime

TrafficDetection

Table7 ¢ Data models and scenarios
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3 PORT OF VALENCIA

This section describes the five scenarios defined for the Valencia pilot including a description, flow of
information, data sources, action plans, applications, etc.

For each of the scenarios is described WwhRataPorts components are used, and which are their
interactions

3.1 APPLICATIONS DEPLOYMENT

The port of Valencia pilot defined five different scenarios. Three of these scenarios are deployed in the same
infrastructure,while two of them,the data sharing and analytics scenaaiod the IDS, ardeployed in a
different enviroment.

The three scenarios are in three virtual machines on cloud working in a cluster. In order to manage the cluster,
there is an instance of Kubernetes called Rancher. Over Rancher there are all the needed components for
the operation of theapplications, including the blockchain infrastructure, the MongoDB database, and the
front-end and baclend of the application. These components are replicated in the different pods, the
replicas for the MongoDB database and two for the application code.

The blockchain network is based on Hyperledger Fabric 1.4.0. It includes the smart contracts necessary for
the storage, access, modification, and deletion of the data in the ledger. In addition, blockchain client is
included in the code. Finally, the blotlain credential are in several wallets stored in Mongo DB.
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Figure2 ¢ Valencia port scenarios infrastructure 1

For the last scenario, one instance of the Automatic Model Training Engine has been deployed in a virtual
infrastructure to enable the creation of an Artificiitelligencebased cognitive service to tackle a specific

t 2NIAQ o0dzaAySaa YtLd ¢2 Slhaeé (GKS RSLIX 2@ Y3JgdarryAy |y
out the services training phase, secure commatians processes implemented in Dataports platform are
performed, namely; communications with Data Governance to obtain permissions for a specific user of
AMTE, information exchange with Data Abstraction and Virtualization to obtain metadata apdogesed
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datasets, and subscriptions with Semantic Interoperability. Finally, predictive results are provided through a
secure API, so end user may make use of the predictions performed by the trained Cognitive Services.

Data Governance Automatic Model Training Engine

IDS
Broker Training configures

get|metadata EQOINS

Semantic I
Interoperability 1
L
real-time data

Data I o
Abstraction query data | training data
1 Distributed Data Platform Service Gateway
| Repository DS
I Connector
1

launch trainings

subscribe get predictions

ML
Pipelines

API
Trained Services

invoke service

Figure3 ¢ Valencia port scenario infrastructure 2

3.2 TRACKING OF TRANSPORT OPERATIONS

3.2.1 Scenario Description

This scenario defines DataPorts as a hub for tracking events in the context of ValenciaPort to which port
stakeholders could subsbg to. The data providers publish relevant information related to a unique
identifier relevant in a maritime logistic chain: a container identification number, a ship identifier, or a goods
identifier. Such published events are available to data consumsirsy the DataPorts data governance
framework. For instance, a freight forwarder using DataPorts subscribes to every event related to a container
identification number and/or the vessel transporting such container. If access is granted by the owners of
the data, this freight forwarder receives in near ré¢imhe such events, which can then be used to improve its
transport operations. The freight forwarder could, for example, be notified when the vessel with the
container has arrived at the port, or when thentainer has left the port premises by truck, etc.

DataPorts provides a single access point for all the relevant events without the need of implementing specific
integration or authentication mechanisms for each data provider. As every event data/mdsfiags the

data model already defined by DataPorts, also the process of understanding the received data is simplified:
there is no need of understanding the underlying information system of the data provider.

TheFigure4 depicts the workflow and interactions of the scenario:
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Figure4 ¢ Tracking of Transport Operations workflow

TheTable8 lists the interactions, events and processes of the scenario:

Step Description
1 The Data Access component has an agent for each of the data sources to receiieaata
about container location or transport events
5 The Semantic Interoperability component checks with the Data Governance component if §

user has permission to the requested data and transform it to the common model

3 | The data is sent to the subscribed applications through the common API

Aliceuses the Tracking application to get the location of all her containers
4 Bob uses the Tracking application to get the location of all his goods
Charlie uses the Tracking application to get the transport operation status

Table8 ¢ Tracking of Transport Operations Scenario Description

Initially, three applications were defined in the deliverable D5.3. However, these applications share the same
data, roles, users, etc. so finally they are three different views of the same application.

The datasets shown ofable9 are used in this scenario:

Datasource ‘ Description of data
Valencia port authority platform | Gate access data including truck plates aadtainers number
vForwarding Cargo and transport operations data from the freight forwarder
Posidonia Operations Vessel events in the port of Valencia
Traxens Container location for the containers monitored
Tradelens Contaihertransport-evenislated-to-the portof\alencia
PCS Road transport transactions in the Valencia port

Table9 ¢ Tracking of Transport Operations Scenario Datasets

TradeLens has been removed from the list of data sources because the owners dedtgathe platform
at the beginning of 2023. During the pilot demonstration TradeLens will not be available.
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3.2.2 DataPorts roles

TheTablel0¢ Tracking of Transport Operations Rodbéews the organizations that take part in the scenario
implementation and their roles:

Organisation Role

VPF Fundacién Valenciaport is the scenario leader, providesninastructure and
knowledge to successfully run the demo, and develops the application

PRO Prodevelop develops the agents to acquire the data at port premises and deplg
the Data Access component

UpPv UPV is in charge to transform data to a common datalel with the Semantic
Interoperability component

EVR Everis deploys the data governance component and manage the permissions

TRX Traxendntegrates the container position from its platform

Tablel0¢ Tracking of Transport Operations Roles

3.2.3 Activities carried out

TheTablell contains the tasks involved in the implementation of the scenario:

Time \ Actors Actions
M20-M24 | VPF Provide the scenario specification with the support of all involved
partners
M24-M32 | VPF, PRO, UPV Deploy the necessary infrastructure for the scenarios and the DataPg
EVR Components
M32-M36 | PRO, VPF, TRX| Development of the Agents for all the data sources
M28-M36 | VPF Develop the three applications

Tablell¢ Tracking of Transport Operations Action Plan Reporting Table

3.2.4 Data Integration

The aforementioned data sources have been cmted with the platform with the development of the
corresponding agents. The complete list of the agents developed for this scenario is showmaiblgie ¢
Agents implemented in this scenario

Agent ‘ Type Description

PCS Road This agent imports historical data about interactions w
deposits, indicating who is the depositary, and who is the cd
depositor, and also the date on which the action was carried

Imported data is transformed into th&toreditemdata mocel
and split into two different objects (acceptance and releg
On demand which are stored in separate collections in Cygnus

Port Authority - This agent periodically imports (on a 5 minbgsis) information
Entry regarding accesses through the entry gate by querying a
endpoint athttps://greenp.digiport.com.es
Publish / Each entry everis transformed into two different data model
Subscribe PortGateEntrand TrackableEventand stored in Cygnus
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Description
Port Authority - Exit Similar to Entry agent but importing events happening at
t 2Nl Qa SEAG 3ILdSo
Publish / Events are also transformed into two different data modé
Subscribe PortGateExiand TrackableEventand stored in Cygnus
vForwarding This agent exposes and endpoint that can be used by an ext
system to push shipments related data.
Publishv The information is mapped using ttfghipmentdata model and
Subscribe stored in Cygnus.
Posidonia Publish / This agent subscribes a RabbitMQ broker for Posid
Operations Subscribe Operations events. These events are translated using
TrackableEverdata model.
Smart Containers | Publish / This agent queries periodically (defaults to 15 minutes)
Geolocation Subscribe external REST endpoint exposed

https://ws.traxens.com/traxwsext/cxf/external and imports
events related to geolocation of a specific set of containers.

Imported data is transformed using th€rackableEventlata
model and stored in Orion

Smart Containers | Publish / Similar to the Geolocation agent, but in this case the ag

Geofencing Subscrile imports events related to containers entering or departi
predefined georeferenced zones.

Smart Containers | Publish / Similar to the two previous agents, but in this eahe agent

Door Opening Subscribe imports container door events (opening and close)

Tablel2 ¢ Agents implemented in this scenario

3.2.5 Applications

The Table13 describes the applications that are part of the scenario that interact with the platform and
should be modified or implemented:

Application

Tracking Application New application 100%

A shipping line is interested in monitoring all its owantainers. The application allows reahe location
of the containers.

An importer or exporter can access to the cargo tracking data that any data provider is sharing.

A freight forwarder can monitor the status of all the transport operations that isagary. It includes
location events, status, delays, etc.

User documentation can be found in Annex A Section 9.1.1

Table13 ¢ Tracking of Transport Operations Applications
This section shows the use of the application bydtakeholders participating in the transport process.
Shipments

The freight forwarder can see the list of all the shipments managed including all the all the messages received
if we expand one of them.
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Figure6 ¢ Shipment individual messages
Transport

The freight forwarder can see the transports included in the previous shipments. If a shipment is divided in
three different transport services (road, train, and maritime) thase showed separately.
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Transport Units

The freight forwarder or the shipping line can see the list of containers from the registered shipments.
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Deposit

The freight forwarder can see the gate in and gate out orders from the registered shipments.
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FigurelOc¢ List of events integrated with other sources

3.3 PORT AUTHORITY DATA SHARING AND ANALYTICS SERVICES

3.3.1 Scenario Description

The Valencia port authority requires to receive data from different companies in the port to monitor and
control the activity. For that, it uses different systems and channels to gather historical data. Furthermore,
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the port authority is interested in angding what will happen in the following days and months to provide
statistical reports to other companies operating.

Some of this data is received through the ValenciaPort PCS, but this system is only focused on transport
transactions. At this moment, theris no standard way to share data with the Valencia Port Authority: this
data is sent by different communication channels and using several data formats. Therefore, a specific
process for each data source is required, and it is not straightforward td sudh services.

The DataPorts platform improves the current data sharing approach. Using DataPorts historical data is
processed and transformed into a common data format. This metadata is processed within the platform to
perform predictions which can heseful for different purposes. This information is used to provide analytical
services in top of such data to help the port stakeholders.

As an example, for this scenario, we gather data related with the vessel calls. Using such data, it is feasible to
forecast the estimated time of arrival for a vessel. We also foresee the use of data from the road transport
operations recorded in the ValenciaPort PCS. The resulting analytical service is made available to rest of the
port stakeholders using the DataPottd I G F2 NY¥ Qa AYGSNRLISNIoAfAGE |yR 3:

TheFigurell depicts the workflow and interactions of the scenario:

(DataPorts h

(2)

Semantic
Interoperability
e Alice

Customs Data Abstraction @ v
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Figurell ¢ Port Authority Data Sharing Workflow

TheTablel4lists the interactions, events and processes of the scenario:

Step Description

1 | The Data Access componentasksRdr G F 0o2dzi +SaaStaQ LJ2NI
an Agent

2 | The Semantic Interoperability component checks with the Data Governance component if t
user has permission to the requested data and transform it to the common model

3 | The Data Abséction and Virtualization component prepares the data inputs for the next
components

4 | The Procesbased Analytics componenptimizes the business process

5 | The Automatic Models Training Engine searches the best ML predictive model to make a f
based on the previous training data

6 | The resulting data is sent to the subscribed application through the common AP
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7 | Alice uses the Predictive Process Monitoring application to get the predictions

Tablel14 ¢ Port Authority Data Sharing Scenario Description

The datasets shown ofablel5 are used in this scenario:

Datasource ‘ Description of data
Customs Anonymised Containdrade data in Spain
PCS Vessel port calls
PCS Container trade data in the port of Valencia

Tablel5 ¢ Port Authority Data Sharing Scenario Datasets

3.3.2 DataPorts roles

TheTablel6 Tablel0¢ Tracking of Transport Operations Ralesws the organizations that take pamtthe
scenario implementation and their roles:

Organisation Role

VPF Fundacion Valenciaport is the scenario leader, provides the infrastructure and
knowledge to successfully run the demo

PRO Prodevelop deploys the Data Access component and creatagaets

UPV UPV is in charge to transform data to a common data model with the Semantic
Interoperability component

ITI ITI deploys the Automatic Models Training Engine component to allow the crea
and use of Al cognitive services based on the data available in DataPorts platfc

ICCS ICC%leploys and configure the Data Abstraction and Virtualization component

UDE UDHEdeploys and configure the Procelsased Analytics component

Table16 ¢ Port Authority Data Sharing Roles

3.3.3 Activities carried out
TheTablel7 contains the tasks involved in the implementation of the scenario:

Time \ Actors Actions

M20-M24 | VPF Provide the scenario specification with the support of all involved
partners

M24-M26 | VPF, PRO, UPV Deploy the necessaiwfrastructure for the scenarios and the DataPort
ITI, ICCS, UDE | Components

M25-M28 | PRO Development of the Agents for all the data sources

M20-M28 | ITI Implement the data pipelines to generate the cognitive services base
Port Authorities needs

M28-M34 | ITI Develop the application
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Tablel7 ¢ Port Authority Data Sharing Acton Plan Reporting Table

3.3.4 Data Integration

The aforementioned data sources have been connected with the platform with the development of the
corresponding agents. The complete list of the agents developed for this scenario is showmailei ¢
Agentsimplemented in this scenario

Agent Type Description
PCS Port Calls Publish / This agent imports port calls (a vessel's visit to the port fq
Subscribe period of time, in order to perform some kind of dskfunction,

like the loading or unloading of goods) by querying periodid
(by default, every minute) to a REST endpoint expose
https://www.valenciaportpcs.net/portcalls/search/ExportBertk

Imported data are transformed tdPortCalldata model and
stored in Orion

PCS Port Calls On demand Similar to thed't dzo f A & Kk { dzo a ONA 0 S ¢
historical port calls with a granularity of 1 month. Imported d
is stored in Cygnus.

PCS Trade This agent imports trade data generated by the Port systems
available as CSV files. The agent transforms source entitie
On demand the Customgdata model and stores the data in Cygnus
Customs Publish / Due to the large volumes of data from theusoce datasets at the
Subscribe 191 ¢Qa ¢So0aAilsSs GKAa F3ISyl
2T 0KS a2y RSYlFIYyR¢ 2ySo
Customs On demand This agent imports detailed information on aggregated statis

of the external commerce recorded in the Spanish cust(
provided by the Spanish Tax Agency (AEAT) and publicly avi
Fd GKS ''91¢Qa ¢6So0aAriusSo

The agent can be run with a granularity of one month and
imported data is stored in Cygnus using testomsiata model

Table18 ¢ Agentsimplemented in this scenario

3.3.5 Applications

The Table19 describes the applications that are part of the scenario that interact with the platform and
should be modified oimplemented:

Application

Predictive Process Monitoring Applicatiorl New application 100%

The Valencia port authority needs to receive data from different entities in the port community for
monitoring and statistics purposes. Tapplication provides predictions about vessel calls and contai
trade.

User documentation can be found in Annex A Section 9.1.2

Table19 ¢ Port Authority Data Sharing Applications

The illustration of the Predictive Process Manihg Application is described below.
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Coqgnitive Services List:

The following figure shows the main screen of the web user interface, which presents a list of the created
O23ayAGAQGS aSNBAOSa Ift2y3a 6AGK (KSANJI ralylaldectabley | Y S
menu is provided on the lettand side (se€igurel?):
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Figurel2 ¢ Predictive Process Monitoring Application: Cognitive services list

Cognitive services creation wizard:

The creation wizard leads the user through the creation process of a new cognitive service in an easy manner.
The wizard provides several cognitivevdees to achieve a specific type of prediction, such as the forecast of
the ETD of a vessel or the calculation of the received tons of a specific good for the next months.
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Figurel3 ¢ Predictive Process Monitoring Applicationré€ation wizard
Machine Learning models tracking and analysis:
¢2 AYQPSAGAIIGS GKS O2tt80GA2Y 2F YIFOKAYS €SI NYAYS
shows a list of the services along with some associated statistics. Additionatlglvio into each of the
AaSNIAOSAY | RSSLISNIIFylfeara 2LINA2Y A& LINPOARSR oe@
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Figurel4 ¢ Predictive Process Monitoring Application: Models tracking
Analysis of the results of a cognitive service:
on0S G(GKS O023yA0GAGS aSNBAOSa KIF@S 6SSy (UNIXAYySRI (K
the left panel. The results section is divided into 3 types of cognitive services:

6L0 wSadzZ G&a 2F at 2Nl { SNBAOSa¢
The data showed is a smaltract of the real data extracted from the Port of Valencia in Real Time (to
analyse the whole table of vessels, click the butbor A S ¢  C YlzivHerea$ thélésScélumn is calculated

by the best predictive model trained in the cognitive service, @mpilesents the expected time of
departure of a vessel as illustrated in the next picture:

[f] DataPorts

Figurel5 ¢ Predictive Process Monitoring Application: Resug®ort Services |

In Figurel?, the graph on the bottoreft represents the estimated occupation of ports/terminales based

on the selected trained service of type Vessels Port Calls Calculator, whereas the graph on therigbttom
shows the expected average berthing time based on the selected trained service of type Average Vessel Berth
Time, as illustrated in the next picture:
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[r]l DataPorts .
Ports Forecasting

Vessels Port Calls Calculator 5 months Average Vessel Berth Time

Estimated Occupation of All ports and All terminals
the next 5 weeks

Figurel6 ¢ Predictive Process Monitoring Application: Resutf®ort Sevices I

7
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InFigurel?, the graph on the togeft represents the expected values in Tons of the selected trained service
of type Customs Trade Volume, whereas the graph on theitgp shows the forecasted valu@s TEUS of
the selected trained service of type Container Goods Volume, as illustrated in the next picture:

[Tl pataports PREDICTIVE PROCESS MONITORING APPLICATION amtegdataports org 3

ort Services Product Services Missing Values Services

Machinery forcasting 7 days

G w] e ] ® a - ) °
Products Flow Analytics Products Behaviour Forecasting
Analysis of the products fiow and demand Predicted future values of a spedified product for a certain time horizon
Expected quantity of TONS of ANIMAL PRODUCTS
L"q,u\t:d rom VALENCIA in the next 3 months of A

Figurel7 ¢ Predictive Process Monitoring Application: Resu¢i®roduct Services |

In Figue 18, the graph on the bottonteft represents the countries rankingased on the selected trained
service of type Customs Trade Volume, whereas the graph on the beitdimshows a ranking of all the
products, based on the selected trained service of type Container Goods Volume, as displayed in the picture
below:
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[F] DataPorts VAN / —“

s
L
h

Ranking of is orted to Valendi.
Ranking of countries shipping ANIMAL PRODUCTS nking of goodsimp o Valenaa
to Valencia

Figuie 18 ¢ Predictive Process Monitoring Application: Resugi$roduct Services Ii
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InFigurel9, the graph on the left represents the accuracy of the best predictive model trained for the service
of type Missing Origin/Destination ldentification. The graph on the right, displays the percentage of missing
values filled up for each of the psible categories.

[r] DataPorts PREDICTIVE PROCESS MONITORING APPLICATION mbravo@vpf.com 3

Product Services Missing Values Services

modi

Predictive Model Quali Missing Districts Identification

ction obtained by the best trained model for mutating missing values ormation of the missing districts imputated

Percentage of missing districts

identified by the mode

Model Accuracy

mENIT

Figurel9 ¢ Predictive Process Monitoring Application: Resutfdlissing Values Services

3.4 SHARING VERIFIED GROSS MASS

3.4.1 Scenario Description

In the container transport operations, it is needed a complete manageroéthe lifecycle of container
weight requests in order to comply with the Convention on the Safety of Life at Sea (SOLAS) from
International Maritime Organization (IMO). It is a requirement before loading a full container on a vessel for
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export. The shgper became the responsible for obtaining the Verified Gross Mass (VGM) of a full container
and communicating it to the shipping company, with a VGM certificate.

DataPorts platform offer users an effective solution to allow containers to arrive at thevitbrthe verified

gross weight, reducing last minute incidents or delays at container terminals or the appearance of congestion
situations. In addition, it offers a fast and automated method for the verified gross weight to reach the
shipping company antthe terminal; and allows the port to be more competitive.

The solution provides more added value than existing solutions by having a verifiable and immutable
information on shared data through the entire chain to all concerned business participants sexaisgurce

of truth and providing transparency and neapudiation process. The VGM Blockchain implementation
serves as a single source of truth and providing transparency andepadiation process, assuring that the
weight cannot be altered at any piiin the process.

TheFigure20 depicts the workflow and interactions of the scenario:

(VGM A

O,

Freight forwarder

Haulier company conPESO application

Scale operator

conPESO Back-end ValenciaportPCS

l

VGM chaincode @

Hyperdedger Fabric

. J

Figure20 ¢ Sharing Verified Gross Mass Workflow

TheTable20lists the interactions, events and processes of the scenario:

Step Description

1 | One of the actors involved (freight forwarder, haulier company, or scale operator) provides
through the conPESO application

2 | The data is processed and stored in the conPESQdvatk

3 | The proper data is stored in in Blockchain through the chaingode

4 | The VGM certificate is also sent to the ValenciaportPCS to be available to other companies
are not part of the process

Table20 ¢ Sharing Verified Gross Mass Scenario Description

The data providers of the scenario are includedlable21:
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Data Provider Description of data

Shipper or the freit forwarder Provide the information for the weight request

Haulier company or scale operato Provide the truck data

Scale operator Provides the weight data from each container after it is measur

Table21 ¢ Sharing Verified Gross Mass Scenario Datasets

3.4.2 DataPorts roles

TheTable22 Tablel0 ¢ Tracking of Transport Operations Ralesws the organizations that take pamtthe
scenario implementation and their roles:

Organisation Role

VPF FundaciorValenciaport is the scenario leader, provides the infrastructure and
knowledge to successfully run the demo, deploys the Blockchain infrastructure,
develops the backend services and frorgnd application

IBM IMB defines the deployment and configuiat of the Blockchain infrastructure and
develops the chaincodes

Table22 ¢ Sharing Verified Gross Mass Roles

3.4.3 Activities carried out

TheTable23 contains the tasks involved in the implementation of the scenario:

Time Actors Actions

M10-M12 | VPF Provide the scenario specification with the support of all involved
partners

M12-M13 | VPF, IBM Deploy the local infrastructure

M12-M15 | VPF Developfirst version of frontend and baclend

M14-M15 | IBM Develop the chaincode for interacting with Hyperledger

M16-M17 | VPF, IBM First MVP

M21-M24 | VPF, IBM Deploy the Blockchain infrastructure in virtual servers

M24-M30 | VPF Enhance development dfont-end and baclend with extended
functionalities

Table23 ¢ Sharing Verified Gross Mass Action Plan Reporting Table

3.4.4  Applications

The Table24 describes the applications that are part of the scenario that interact with the platform and
should be modified or implemented:

Application Action Status

conPESO Application New version 100%

Actors involved in the VGM process use dpplication to submit the container weight request, registe
the certified gross mass of its trucks and sérailers, provide the VGM, ensure the payment, and obt
the VGM certificate

User documentation can be found in Annex A Section 9.1.3
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Table24 ¢ Sharing Verified Gross Mass Applications

This section shows a typical flow of information with the participation of the different actors involved.

Vehicle registration

Before any weight request, the vehicles and the émrailshould be registered by the haulier company in order

to calculate the VGM.
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Figure21- List of registered vehicles and trailers

VGM request

The shipper or the freight forwarder can see the list of VGM request and the catans.
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Edit VGM Request
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Figure23- Create a new VGM request
VGM certificate

Once the truck is weighted the scale operatan include the value by editing the VGM request. The VGM
certificate is automatically generated and sent to the PCS.

3.5 DIGITAL CONSIGNMENT NOTE

3.5.1 Scenario Description

Management of road transport requires some documents which nowadays are not electronicsdexes
difficulties in using electronic transport documents identified by the European Commission. To tackle these
difficulties, the EC is proposing a regulation on electronic Freight Transport Information (eFTI) that
establishes the full obligation for Maber State authorities to accept regulatory cargo transport information

or documentation, with partially harmonised implementation. DataPorts capabilities should be able to tackle
with the European Interoperability Framework and the functional requiremémt®eFTI platforms service
providers.

In order to manage the operations, freight forwarders need to make available the electronic transport
documents to all the involved organizations. The most interested parties are the haulier companies which
need the onsignment note during the transport operation if it is required by the authorities (e.g. police).

TheFigure24 depicts the workflow and interactions of the scenario:
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Figure24 ¢ Digital Consignment Note Workflow
TheTable25lists the interactions, events and processes of the scenario:

Step Description

1 | Consignment note data is received from ValenciaportPCS to DataPorts platform

2 Consignment note is registered as PDF/A document in a document database in thenback

3 | The operation registered in Blockchain-offain. A proof ofegistration is annotated in
Blockchain

4 | Stakeholders related to consignment note data (shipper, consignee, road haulier, containe
owner, empty container depot/terminal and authorities) can download the updated version
the consignment note PDF/A danent and check the integrity and traceability through the
DataPorts platform

Table25 ¢ Digital Consignment Note Scenario Description

The data providers of the scenario are includedlable26:

Data provider Description of data

ValenciaportPCS Shares through to DataPorts the consignment note data with
relevant stakeholders (shipper, consignee, road haulier, containg
owner and empty container gmt/terminal)

Table26 ¢ Digital Consignment Note Scenario Datasets

3.5.2 DataPorts roles

TheTable27 Tablel0 ¢ Tracking of Transport Operations Ralesws the organizations that take pamtthe
scenario implementation and their roles:

Organisation

VPF Fundacion Valenciaport is the scenario leader, provides the infrastructure and
knowledge to successfully run the demo, deploys the Blockchain infrastructure,
develops thébackend services and frorend application

Table27 ¢ Digital Consignment Note Roles

3.5.3 Activities carried out

TheTable28 contains the tasks involved in the implementation of the scenario:
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Time \ Actors Actions
M30-M31 | VPF Deploy the Blockchain infrastructure in virtual servers
M34-M37 | VPF Develop thdront-end
M34-M36 | VPF Develop the baclend

Table28 ¢ Digital Consignment Note Action Plan Reporting Table

3.5.4 Applications

The Table29 describes the applications that are part of the scenario that interact with the platform and
should be modified or implemented:

Application

Digital Consignment Note Application New application 100%

Freight forwarder and road hauli@eed to access the last version consignment note for their transpg
operations

User documentation can be found in Annex A Section 9.1.4

Table29 ¢ Digital Consignment Note Applications

The application is integrated into theacking application because the data needed for creating the digital
consignment note is managed in that application.

Shipment

The freight forwarder can see the list of shipments managed by them. There is a pdf icon which allows to
generate the Digital Gsignment Note with all the available data.
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Figure25- List of shipments
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Figure26 - Digital Consignment Note generated

3.6 DATA EXCHANGE THROUGH IDS CONNECTOR

3.6.1 Scenario Description

This scenario has beemili as a proof of concept. The rest of the project scenarios assume communication
and data exchange between entities inside the DataPorts data space. According to the DataPorts
architecture, the IDS framework is the most suitable solution to data shanmang participants of external
dataspaces. For that purpose, Dataports has used an IDS connector developed by Fraunhofer ISST and
validated by IDSA, the Dataspace Connector, to become a participant of the EUHubs4Data (EUH4D)
Federation ittps://euhubs4data.euj.

The scenario makes use of sovereign and trusted data sharing between two participants within the EUH4D
Federation:

1 Valencia Port wants to get sonaglvanced analytics based on their data, but the services they want
to use are inside the EUH4D federatfunente especificada no validand are not reachable through
the DataPorts data space.

T ! (SOKy2t23& LINBPOJARSNI AyaiARS 9!1n5 2FFSNA |y
provide valuable predictions.
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This scenario assumes that some exchange of data has already takerSglaitee technology provider has
built models capable of predicting vessel departures based on data from Valencia Port.

The data transactions pipeline carried out to perform the scenario is divided into three stepadaes27):

[r] DataPorts

Transaction
1 * Dataset

Transaction

2 * New arriving

vessel

- Transaction
* Prediction 5

Figure27 ¢ Scenario description

Each of the data transaction steps are described in detail below:

Data Transaction 1Dataports registers a dataset into IDS connector and EUH4D consumes it to create an Al
cognitive service capable of making predictions.

4 ™ s Y
DataPorts Data Space Ir] =LIHH"]
("DataPorts Platform A
HUBS
@ Semantic Predictive Process
Interoperability MOI*'DI"IU Applceﬂon
PCS - Port calls
Data Abstraction
Data Access
@ Platform Service Gateway @
Analytics
IDS Connector Technology Provider
= IDS Connector
Training Engine @
AN J
. J \. J

Figure28 ¢ Data transaction through IDS connector workflow. Data transaction 1

Step Descripion

1 DATAPORTS registers a dataset (*) through Data Access component

DATAPORTS registers the dataset into IDS connector
9! 1 n5 NBIldZANBa GKS I @FAfFotS AYyF2NNIGAZ2Y
EUH4D downloads the dataset from the @8nector

AlW|DN

Table30 ¢ Data transaction through IDS connector Description

(*) In this concrete scenario, the datadeCS Calisas used, which represents the series of historical vessel
calls of the ports of Valencia.
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Data transactim 2: Dataports registers a new incoming vessel into IDS connector and EUH4D consumes it to
make a prediction.

~ s ™

(DataPorts Data Space Ir] =LIH4H]

(DataPorls Platform
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IDS Connector [ —————— Technology Provider
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Prediction
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and Virtualization
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Process-based
Analytics

Automatic Model
Training Engine

Privacy & Security
AN vy

Figure29 ¢ Data transaction through IDS connector workflow. Data transaction 2

Description

DATAPORTS registers a new arriving vessel into IDS connector
9! 1 n5 NBIldZANBaA GKS I @FAfFotS AYF2NNIGAZ2Y

wWI|N |-

EUH4D downloads the neavriving vessel information from the IDS connector

Table31 ¢ Data transaction through IDS connector Description

Data Transaction 3EUH4D registers a prediction into IDS connector and DATAPORTS consumes it.
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rDataPorts Platform
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Figure30 ¢ Data transaction through IDS connector workflow. Data transaction 3

Step Description

1 EUHA4D registers a prediction into IDS connector
2 |51 ¢!l thwe¢{ NBI|dANBa G(GKS I @FAflofS AyF2NNI
3 DATAPORTS downloads girediction information from the IDS connector

Table32 ¢ Data transaction through IDS connector Description
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3.6.2 DataPorts roles

Tablel10 Tablel10 ¢ Tracking of Transport Operations Ro#®ws the organizations that take part in the
scenario implementation and their roles:

Role ‘ Description of the role
DATAPORTS (VPF) Data provider and consumer
EUHA4D (ITI) Technology provider

Table33 ¢ Data exchange through ID&nnector Roles

3.6.3 Activities carried out
Tablell contains the tasks involved in the implementation of the scenario:

Time \ Actors Actions

M24-M30 ITI Assessment different possibles solutions for the IDS connector. Implication
DataPorts platform.

M30-M36 ITI Deployment of IDS connector backend

M30-M36 ITI Integration between IDS connector and cognitive application
M34-M36 ITI Deployment of ID8onnector front end

M34-M36 ITI Testing of the operation of IDS connector

M34-M36 ITI Use case development and validation

Table34 ¢ Data exchange through IDS connector Action Plan Reporting Table

3.6.4 Data Integration

The aforementined data sources have been connected with the platform with the development of the
corresponding agents. The complete list of the agents developed for this scenario is shicatnteBb.

Agent Type Description
PCS Port Calls Publish / This agent imports port calls (a vessel's visit to the port f
Subscribe period of time, in order to perform some kind of useful functic

like the loading or unloading of goods) by querying periodid
(by default, every minute) to a REST endpoint expose
https://www.valenciaportpcs.net/portcalls/search/ExportBertk

Imported data aretransformed to PortCall data model and
stored in Orion

PCS Port Calls On demand {AYAEFN) G2 GKS &t dzof A &Kk { dz
historical port calls with a granularity of 1 month. Imported d
is stored in Cygnus.

Table35 ¢ Agents implemented in Data exchange through IDS connector scenario

3.6.5 Applications

The application used in this scenario is the same as in sexBoh

Apart from this, the following figures show a series of screenshots of the IDS connector and how this was
configured to work out together between DataPorts and EUH4D platforms.
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Dataports IDS connector entry:

The following figure sbws the Data Offering wizard to create new entries into the IDS connector of
Dataports.

Dataspace Connectol

[r] DataPorts =

Data Offering > Offerings > New Difering

- asl META DATA Y REPR NTATION ATALOGS BROKERS
!. Dashboard ME PoLI REPRE N ROKE

: Data Offering

Policy Templates

Data Consumption

IDS Ecosystem
Standard License

Endpoint Documentation
Language

Payment Modality
Undefined

Figure31 ¢ Dataports IDS connectar Create new entry

Once the wizard has been completed successfully, the entries can be visualizedfietings section, see
Figure32.

Dataspace Connectol

[r] DataPorts =
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Figure32 ¢ Dataports IDS connectag Offerings list
EUH4D IDS connector entry:

Likewise, in EUH4D IDS connector, the entries can be analysed in the offerings sedtiguieSs3.
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Figure33 ¢ EUH4D IDSonnectorg Offerings list
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4 PORT OF THESSALONIKI

This setion describes the two scenas defined for the Thessaloniki pilot including a description, flow of
information, data sources, action plans, applications, etc. The first scenario concerns the Contaikr Pick
use case, while the second comprigéshe four analytics use cases.

As already explained in the document D5.3 Use case oriented pilots initial v&réheninitial proposed
scenarios have been merged and combined to build the current two of them.

For each of the scenarios, there is a description of the DataPorts compahahtre used, as well as their
interactions. Two types of Blockchain solutions were developed for these scenarios; the first, is one of the
main Dataports platform building blocks for trusted sharing of information concerning ports operations, i.e.,
the Data Governance component, while the second was implemented so as to build a custom solution for
the Container Pickip use case.

4.1 APPLICATIONS DEPLOYMENT

Two main scenarios for the Port of Thessaloniki have been implemented in the framework of DataPorts; the
FANERG NBIFNRAY3I 2yS 2F (KS LRNIQa O2NB | OGABAGASE
key analytics that will assist the port liettering its operations. This last scenario includes four uses cases

the Analytics for the Port of Thessalonikind Queues predictionswhile the remaining two case, utilize the
available mobility data, for théacilitation of all stakeholders visiting th port or its surrounding area and

provide information for social distancing, due to Covid

The application for the container pielp scenario is blockchatmased backend, reachable by the frontend,
deployed and set up in ThPA network. It includes tharsraontracts that control the Container Pitlp
process, invoking the transactions and queries of the designed solution.

In the analytics scenario a Visual analytics platform for analysis and metrics, customized for the Thessaloniki
port authority was imfemented. In this framework, Al driven algorithms, libraries and methodologies were
set, to address the data and visual analytics at Thessaloniki pilot.

All applications developed as part of the ThPA pilot have been deployed on a VM within a ThPASMRIN. Thi

be seen inFigure34. The Container Piegk LJ o/t ! 0 O2y OSNya 2yS 2F (KS L]
management of containers. The rest of the applicasiare statistics and analytics based and employ a strong
visual analytics component. ThPA statistics and Queues predictions applications are all accessible as part of
a credentialsbased web application. On the other hand, passenger facilitation and -C&vithtistics are
accessible through an open website available to the general public.

TheFigure34 depicts the components involved in both use cases.

7 https://dataports-project.eu/deliverables/
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Figure34- CPU and analytics deployment in ThPA

In the diagram we see, in orange colour, two instances of a blockchain sdiefimpused: the first is indirect
usage and concerns the Data Governance compoganpart of the Dataports |ptform ¢ used to facilitate
dataset sharing between DataPorts partners. The second is a direct use of a blockchain network,
implemented so as to build a custom solution for the Container-Bickise case, utilising blockchain
technology to support a portperation involving the port itself and two other port ecosystem stakeholders.

4.1.1 Credentialsbased web application

This web application combines both the CPU application and two of the analytics applications under one
credentialsbased web frontend. To depldhe CPU part of the web application, an instance of a Hyperledger
Fabric network has been deployed on the VM. This includes the smart contracts that control the Container
PickUp process, invoking the transactions and queries of the designed solutibric Bats both as an
identity manager for the entire web application, on which the authentication mechanism is based, and as a
common ledger for the stakeholders using the CPU application, i.e. shipping agents, trucking companies and
the port authority. Futhermore, the application Node.js APl middleware is installed on the same VM,
through which the frontend communicates with the smart contracts. To deploy ThPA statistics and Queues
Predictions, their python code is deployed on VM, together with their eepe API, running with Flask.
Finally, the frontend, hosting both CPU and analytics, is deployed in the same VM.

The CPU application interfaces with the ThPA computing systems through a pbrplbs®Pl, in order to

pass on COREOR requests and recesvmip IDs, COREOR acceptances and rejections, new bookings and
their respective acceptances and rejections. The analytics applications ask the local deployment of the
DataPorts platfornt, situated on a separate Vi for data. The local DataPorts platforransults with the

single instance of the Data Governance comporgesituated at the VPF deployment of the platfoiqo
GSNAFe (KS dzaSNRa LISN¥AaaAaAz2ya F2N dzaAy3d GKS NBIjdzS
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4.1.2 Public web application

This publicly available web application, compgsboth the Passenger Facilitation and the Covid Statistics
applications, is deployed on the same ThPA VM. The deployment again comprises the python code, together
with the respective API, running with Flask. Finally, the public frontend, hosting bothngass$acilitation

and Covid Statistics, is deployed in the same VM.

As with the previous analytics cases, the public analytics applications ask the local deployment of the
DataPorts platform for data and the local DataPorts platform, in turn, consultsBréta Governance at VPF
02 OGSNATFeEe (GKS dzaSNRa LISN¥AaarAzya F2N dzaAy3d GKS NB

4.2 CONTAINER PICTKR

The Container Pieldp (CPU) use case has arisen from the merging of two initially (D5.1 Integration, software
quality assurance and deployment plddS FA Yy SR dz& Drivén: Apdlicativn for Straiedic and Real
¢CAYS 5SOAaA2Y AL YR GdzLENY AGIK ALGBK TER2SNNE  2FyAlyT | Af yE SSNJ R SASON ¢
are two procedures in line and, therefore, better understood as one use case.

4.2.1 Scenario Description

Ports are the nodes in the global network providing a key link between sea and land and the connection with
the hinterland. The port community or the port ecosystem consists of a variety of stakeholders, like port
authorities, termnal operators, shipping companies, trucking companies etc. As the transport industry
becomes more demanding in terms of increased efficiency and lowered costs, sharing and timely provision
of accurate information within the business network is more critiban ever.

Container loading and discharge is a core port activity for the port of Thessaloniki. The following description
refers to the case of a container discharge from the port premises. The procedures involve a Shipping Agent,
as the beneficial caomgowner at the time, who wishes to pielp a container from the yard and a trucking
company, which pickap the container, on his behalf.

Currently, for ThPA to release a container from its premises, all relevant paperwork must be in place (customs
cleararce, invoicing, etc); however, it requires under some conditions the physical presence of the respective
shipping agent in ThPA premises for the issuing or filling in of relevant documentation. After evaluation, ThPA
then notifies only the related shippirggent, and he in turn contacts the trucking company to pick it up,
without further THPA involvement.

'fl;ert nuthorit-g ghipping ugeﬁ.‘tx"'- ).;-I'rucking co.
‘ admin ‘ ‘ admin ‘ ‘ admin ‘
‘ user ‘ ] [ ‘/ user ‘ | | ‘ user ‘
.“‘: y N
i | 3 - CPusolution
' DataPorts platform | [ Frontend ]
\_ ThPA
Data ‘ { AP ] ‘ infrastructure

Governance

Blockchain
network

X

4

Figure35¢ Workflow Diagram of the CPU Use Case
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Through the DataPorts solution for the CPU use case, a new environment is set up where the entire lifecycle
of the container release/pickp can be followed by all three involved parties. The interconnection of
different systems in this environment is defgd inFigure35. Table36 lists the interactions, events and
processes of thecenario.

Step Description

la | The Shipping Agent uses the DataPorts CPU solution frontend to register a COntainer REI
ORder (COREOR) regégspecifying the Trucking Company to pigkthe container.

1b | A copy of this request is saved on the Iddalckchain infrastructure.
1c |[¢KS / hw9hw NBIldzSaid Aa aSyad Ay -a[ F2NXYIQ

2a | A ThPA Operator checks the request through the TOS and other relevant processes (invoi
customs clearance); if everything isarder, the employee approves the request and a Permit
is issued for that COREOR, otherwise it is rejected.

2b | The Permit ID is communicated to the DataPorts CPU solution blockchain backend througk
API that exposes the CPU smart contracts. This egdae request in the blockchain, adding tf
Permit ID.

3a | The Shipping Agent can view the complete COREOR request information in their DataPort
solution dashboard.

3b | The Trucking Company receives only a notification containing the Permit ID.

4a | Using the issued Permit ID, the Trucking Company can proceed to arrange tup pitke
container, following the normal process of booking an available timeslot through the TAS a
Freezone port systems.

4b | The ThPA systems notify the DataPorts CPUisn|uthrough our API, of the new booking.

4c | Through a second API call, the blockchain backend is notified of whether the booking was
accepted or rejected.

5 | When the booking is accepted, the Trucking Company can view, in their DataPoxe|@iid
dashboard, the QR code issued for it.

6 | At a later stage, the ThPA operator can make the COREOR dataset available on Data Gov

Table36 ¢ CPU Scenario Description

As can be understood froniiable 36Table 30, at the end of the use case both COREOR and booking
information is saved owghain in tke local ThPA Fabric netwoikigure36is a sequence diagram showing the
6adz00Saaé¢ aOSYyINxA2 2F GKS dzasS Ol asSsz AdSods 020K [/ h

The data sources used in the CPU scenario are showahle37.

Data source Description of data

Local DataPorts frontend Produces the COREOR XML message, containihg aficessary
details about the container to be pickag.

8 The COREOR message is an order to release containers, which gives permission for them to be pickadamphbehalf of, a
specified party. It is used in Electronic Data Interchange (EDI) between trading partners and is specified by the United Nati
Directories for Electronic Data Interchange for Administration, Commerce and Transport (UN/EDIFACT)
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Data source ‘ Description of data

Terminal Operating System (TO| Issues a unique Permit ID number that is attached to the COREC(
The Permit ID is essentially the approval of the COREOR reques

Truck Appointment SysteniTAS)| Applicationused by authorized users (mainly truckers and
forwarders) to bookimeslotsfor the delivery and/or pick up of
containers. Produces part of the booking data.

THPA Freezone system Application that provides the QR code.

Table37 ¢ CPU Scenario Data Sources

DataPorts local infrastructure

' ;. - :Data Governance

Shipping  Trucking infrastructure Thea
agent company operator
qila' COREQRIrequest

¢ 1b: CORFOR request
1c: COREOR request -

42b: lssue CORFOR parmi

I 6: Add COREOR

3b: Notify for accepted CORFOR
l |

4a: Booking request

3a: Show permit

. Asynchronous call,
L¢4b: Booking request | ————— not waiting for reply

Ac: Booking confirmatio 1

. 1 Arbitrary passing of time
5: Show booking QR code | 1 e ’

Figure36 ¢ Sequence diagram for the main scenario of the CPU use case

4.2.2 DataPorts roles
Téable 38 shows the organizations that take part in the scenario implementation and their roles.

Organisation Role

ThPA THPA is the scenario leader, providing the infrastructure and knowledge to
successfully implement the application.

CERTH CERTH has defined the blockchain configuration and deployed the blockchain
infrastructure. Moreover, it developed and deployed the chaincode, developed
backend API and the frontend for the application.

Table 38 ¢ CPU Use Case Roles

4.2.3 Activities carried out

Table39 contains the tasks involved in the implementation of the scenario.
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Time Actors Actions

M10-M12 ThPA Provide the scenario specification with the support of all involved partn
M11-M12 CERTH | Deploy test infrastructure

M11-M16 CERTH | Develop first version of frortnd and bactend

M11-M15 CERTH | Develop the chaincodi®r interacting with Hyperledger

M16-M17 CERTH | First MVP

M18-M36 CERTH Conti_nuogs_, d(_evelopment qf frontend and backe_nd with extended
functionalities; continuous improvement/bug fixing of frontend/backeng
M24-M36 | CERTH, ThP| CPU integration with ThPA raktructure

M34-M37 | CERTH, ThP| CERTH deploys the blockchain infrastructure on ThPA premises

Table39¢ CPU Use Case Action Plan Reporting Table

4.2.4  Applications

Table40 describes the applications that are part of the scenario that interact with the platform and have
been updated or implemented, along with the links to the documentation.

TOSFRETIS) Modification 100%

Add the functionality to import the incoming COREOR message from the new THPA/DataPorts pa
store it internally.
Add the functionality to send the notification to the Platform, when the request is approved.

User documentation can be found in AnneXd2&.1Container pickup

Change log can be found in AnneX0BOS

Table40¢ CPU Use Case Applications

4.3 ANALYTICS USE CASES FOR THPA

TheThessaloniki Port Authority will be taking advantage of four analytics use cases developed specifically for
its needs. These are briefly described in the following subsections.
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4.3.1 General Workflow and Scenario Description

[Port Authority | | Trucking Co. |

.-"'VPF Shipping agen
[ admin | “admin | [admin
y f 1a i Za _}
e Credentials-based web application
S Local DataPorts platform

Statistics for Queues
ThPA predictions

Public web application
Facilitation
of passengers etc.
Statistics for
Covid-19

Figure37 ¢ Workflow Diagram of the Analytics Use Cases for ThPA
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and Virtualisation

The interconnection of different systems in the analytics use cases is depickéguie37. The analytics
solutions are split between those that are used only by ThPA analytics users of the local infrastructure
frontend (Statistics for ThPA, Queues predictions) and those that are used by the general public through a
public web application (Facilitation of passergebtatistics for Covitl9). Nonetheless, apart from the way

each application is accessed by the end user, they all follow the same scenario of use. As soon as an analytics
solution (Statistics for ThPA, Queues predictions etc.) needs an input datdsekstto see whether this
dataset has already been retrieved in the past. If not, the relevant source dataset is requested through the
DataPorts platform APl gateway. Since all datasets used by the analytics use casedeanauath datasets,

the requesteddataset is provided by the Data Abstraction and Virtualisation (DAV) component. However, for
this to happen, Semantic Interoperability first checks with Data Governance whether there are sufficient
access rights on this dataset. If access is legitimat¥, iDibrms analytics of the availability of the dataset.

The analytics application then proceeds to download it from DAV.

Table41 lists the interactions, events and presses of the analytics scenarios, with the only differentiation
6SAY3 (KS FANEG a0SLI Ay G(GKS &S51dSyO0Sd ¢KS &{GFdAra
are used from within the local DataPorts frontend, and therefore need the tosirst log in (steps 1a, 2a).

| 2y GSNBRSEes GCHOAfAGHOARZY 2Wpdd Ba Sy ENINS Ij ldak RB & §
accessed through the DataPorts platform (steps 1b, 2b).
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Step Description

1 a | A ThPA analytics logs in to tloeal DataPorts frontend.
A member of the general public accesses the public analytics web application
a ¢KS dzaSNJ aStSO0ta SAUKSNI GKS a{dlFrdAraidao
) application.
b | The user selects eithertteCI OAT AU GA2y 2F LJ aaSymdHsNE
analytics application.
3 For each of the needed source datasets, the application checks whether it has already
received said dataset.
4 For each of the missing source datasets,dpelication asks the DataPorts platform,
through its APl gateway, for that dataset.
5 The Semantic Interoperability component checks with Data Governance whether there
sufficient access rights on this dataset for the specified user.
6 If accessights are sufficient, DAV informs the application of the availability of the datag
7 The application proceeds to download the dataset from DAV.
8 The application proceeds to do the same for all source datasets it requires.
9 The application producdsy | y I f @ 0 A O& 2dziLidziz 6KAOK A
dashboard.

Table41 ¢ Analytics for ThPA Scenario Description

The datasets shown ifiable42 will be used in the analytics scenarios.

Data source Description of data

OTE mobility data Data from OTE mobile phone network

Commercial vessel calls Various operational data, including vessarrivals,
loading/unloading times, containers loaded/unloaded, etc, taken
from the ThPA statistics application

4

Bookings Details of truck bookings for container pidkLJx G { Sy ¥
Truck Appointment System (TAS)

Gate Events Information of vehites passing through THPA gates, taken from
¢ Kt GdkdAccess System (GAS)

Parking data Data from two commercial parking lots situated at the port

HIT traffic data Thessaloniki traffic data provided by the Hellenic Institute of

Transport (HIT) (part §ERTH)

Table42 ¢ Analytics for ThPA Scenario Datasets

The following subsections present a short description of each analytics use case.

4.3.1.1 Statistics for THPA Prediction

ThPA collects operational data from several internal applioatidStatistics for THPA Prediction (ThPA
statistics, for short) uses the ThPA statistics application, the Truck Appointment System (TAS) and the Gate
Access System (GAS). What this analytics application offers is a 'fusion' of all this data to get morgfutea
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information. Through this application, these data can be combined to produce statistics, while the metrics
and KPlIs calculated can provide valuable insight of operations performance to a ThPA analytics user. The user
can then decide on any correeti measures, if necessary.

m DataPorts
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thpa_admin] & &
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Figure38¢ Vessel visualisatiom part of the ThPA statistics visual analytics

Figure38a K2 ga (KS a+x+SaasSt gAradatArialiarazye GFro gAGKAY
dzaS OF aS® | SNBX GKS a/ 2YYSNOALFE @SaaSisusadlWethaveg R
marked separate regions on this screenshot using coloured rectangles, which are not present in the actual
frontend.

9 The purple rectangle at the bottom contains a line plot showing the total number of vessels at the
port at each day, during large period of time (e.g. a year). By clicking on the line bar of the purple
rectangle and dragging the mouse, we can select airsigioval on the line graph. This selection
affects the contents of the graph within the yellow rectangle.

1 Within the yelbw rectangle we can see each vessel that arrives at the port as a horizontal bar. The
time span that this graph covers is the same as the time span selection in the line graph of the purple
rectangle. The colour of the bar represents the type of cargdezhby the vessel while the thickness
of the bar represents the cargo mass. Each coloured bar has two lines attached to it, one at the front
and one at the end of the bar. The line at the front represents the time interval from the arrival of
the ship unti the start of the unloading of the cargo, whereas the line at the end represents the time
AVOSNDLE FNRBY (K& SyR 2F dzyt 21 RAy3 dzydAf G(KS &

1 Within the red rectangle, textual details for each vessel are shown, upon clickingessa bar in
the yellow rectangle.

1 The bar charts in the light green rectangle show the distribution of the number of vessels operated
at the port, with respect to the type of ship and the type of cargo. The bar charts are automatically
updated when a newimespan is selected in the line plot of the purple rectangle.

1 The bar charts in the dark green rectangle show the distribution of the average cargo weight of the

vessels operated at the port, with respect to the type of ship and the type of cargo. Tluhdods
are automatically updated when a new timespan is selected in the line plot of the purple rectangle.
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1 For each vessel, we compute the waitkie ratio, which is the ratio of the time the vessel was
working at the port over the total time from arrivéd departure ¢ jo ). This takes values
from O (idle ship) to 1 (efficient ship). We display the distribution of winle ratios across the
selected timespan in the blue rectangle graph. We can select a range to filter the vesselstirethe
plots.

T 2SS OFy ¥F¥20dza 2y 2dzif ASNRX APSod NBfFGiABSte ARES
rectangle, which automatically selects ships with wiinke ratio lower than 0.2.
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Figure39 - Vehicle trafficg part of the ThPA statistics visual analytics
¢tKS aSO2yR LINIL 2F (GKS ¢Kt! &adl i
menu, as can be seen Figure39® | SNB>X GKS &/ 2Y
datasets from the ThPA statistics, TAS and GAS systems are used.

1 Inthe red rectangle, we can see a map showing th&tmms of the port gates as blue circles, along
with the total number of trucks that passed through them. Next to the map there is a set of 7 bar
charts showing the average number of trucks passing through the gates per hour of the day, for each
of the 7days of the week.

1 Inthe yellow rectangle we can see the maximum number of trucks inside the port per day, for a long
period of time (several months), in a line plot (thick blue line). We also see the number of bookings
per day, for the same period of tin{éght blue line).
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[r] DataPorts thpa_admin| & & 3%
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Figure40- Vehicle time at port¢ part of the ThPA statistics visual analytics

¢CKS FAYFE LINIG 2F GKS ¢Kt! adlradradcaroa LWL AOFGAZY
¥

menu, as can beeen inFigure40d | SNB> (GKS aDIFIGS 9@Sydae RIFEGIaASKH |

1 The bar chart of the blue rectangle shows the number of vehicles per duration oatstag port
premises. Each bar represents one stay duration category. There are 16 different duration categories:
less than 1 minute, between3m, between 510m, between 16B0m, between 3&60m, between 1
5 hours, between 80h, between 14h, between 15 days, between 80d, between 1€30d,
between 13 months, between &M, between 612M, more than 1 year and unknown time. Clicking
on a specific bar opens up the bar chart in the yellow rectangle.

The bar chart in the yellow rectangle shows splits uprthmber of vehicles, corresponding to the selected
bar from the blue rectangle chart, to number of vehicles per vehicle type. So, in the example stibgurén
40, ofthe, on average, 7417 vehicles staying betweei3@nin in the port during the month of March, 3159
of them are TIR trucks, 3736 are container trucks, 459 are Taxi vans etc.

4.3.1.2 Queues Predictions

As with ThPA Statistics, the Queues Predictions use casesitiata from the ThPA statistics application, the

Truck Appointment System (TAS) and the Gate Access System (GAS). These data are used to predict ship
turnaround times, as well as estimate the traffic at the port premises. Again, such predictions vafepro
valuable insight into traffic load, as well as workload at the docks, to a ThPA analytics user.
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Figure41 - Prediction¢ part of the Queues Predictions analytics
Figure4la K2 g4 GKS Gt NBRAOGAZ2Yyé GFo SAGKAY GKS 1ylfeda
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consists of a date picker field and three tables: Results, Cargo, Predictions for <ship_name>.
1 When a datetime is selected in the date picker and the Submit button is pressed, the Results table is
filled with ships that were in the port at th&xact datetime, along with information like ship name,

ship type, its cargo, and three dates regarding the arrival and the start date of mooring and work
respectively.

9 Clicking on a ship in the Results fills the Cargo table with the number of empty arshmoty
containers, the type of bulk cargo and the weight of the cargo. If the ship is carrying bulk cargo, the
number of containers will be zero and the weight will refer to the bulk cargo. If the ship is carrying
containers, their numbers will be shownaweight will refer to container weight.

1 The predictions table takes a few seconds to load. Once it does, it contains predictions for the three
adr3asSa 2F GKS akKALIQa adre Fd GKS LE2NIO oddzNYyI N
prediction onthe average time and asamiit E NI} y3S®d ¢KSNB Aa | faz ar
LINE A RS& GKS LINBRAOGAZ2Y & |y loaz2ftdziS RIFGSOAY

Figure42 4 K264 (GUKS G/ dzaG2Y LINBRAOGAZ2YE (Fo6 G6AGKAY K¢
t NEBRAOGAZ2Y A dzaS Ol aSo ! AFLAys 2yfe GKS a/ 2YYSNOAL
used. The view consists ofsaries of fields describing a ship and its arrival, mooring and work times (if
known), and a Predictions table.

¢KS YFIYRIFIG2NE FASEtRaA NP GKS aKALIQa YI YSST-empyS | NNJ
containers, and weight. Once we urpall the necessary information, we click on the Submit button and the
Predictions table is filled with estimates for turnaround, work and mooring times. This table is identical to

the Predictions table in the Prediction tab. Once we are done inspedimgiven predictions, we can click
0KS W/ SN odzitz2y a2 Fa G2 NBaSid GKS FAStRa FyR

D5.4 Use Case Oriented Pilots Final Version 65/ 133



A Data Platform for the Cognitive Ports of the Future
[r] DataPorts 9

[F] DataPorts thpa_admin| & & 3%

Home i L . S
b Vessel visualization ~ Prediction  Custom prediction  Vehicle traffic ~ Vehicle time at port  Real-time vessel data

m COREOR Requests

. Ship Name *
m Booking Requests
\ ALLEGRI
Analytics
- vt Arrival * Predicti
& Organization reClICHTnS
24/02/2023 20:42
Mooring start
profile Turnaround 1d 2h 41m 1d 2h41m - 1d 2h 41m Sat Feb 25 2023 23:23:54
A Notifications .
Mooring end Mooring 1d 0h 1m 1d 0h1m - 1d 0h Tm
Work 0d 19h 32m 0ct 19h 32m - 0d 19h 32m

Work encl

Ship Type *

FULL CONTAINER v
Cargo *

40 FULL v

Empty Containers *

ﬂ

Non-empty Containers *

3500000

Clear

IIIsa
NSy
@
B

Submit

Figure42 - Custom predictiong part of the Queues Predictions analytics
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Figure43- Vehicle trafficg part of the Queues Predictions analytics
¢KS FAYLFE LINI 2F GKS vdzSdzSa LINBRAOGAZ2ya | LILX AO!I i
menu, as can be seen Figure43® | SNBX GKS a4/ 2YYSNOAFIET @SaasSt Ol f
datasets from the ThPA statistics, TAS and GAS systems are used. The line chart in the green rectangle shows
the forecasted number of trucks ort for the next 10 days.
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4.3.1.3 Facilitation of Passengers, Professionals, and Visitors of the Port

The analytics developed for this and the Covid use cases are made available to the general public through a
public web portal. Prior to visiting the pomrofessionals and general public alike can visit this portal to
SOlLfdza 4GS 20t GNIFFAO O2yRAGARZ2Yyas Fa ¢Sttt a GKS
according to the purpose of the visit. A professional having a business migetinground the port will want

to assess the traffic conditions and parking spots in the area, to avoid hours of peak traffic and commuting.
hy GKS 20KSNJ KIFIyRX | aGaNBSi @GSyR2N GKFG glyida G;
concentration2 ¥ LIS2LX S | NRdzy R (4KS LIR2NI® ¢KS LI FGF2NY | 3
required to reach the port premises per route. Through the application, the user has also the possibility to
access the average number of visitors for both parkig that ThPA S.A. handles. The use case solution is
based on the OTE mobility data, parking data from the parking lots and traffic data provided byHIERTH

Ia DataPorts Mobility~  Traffic >

Mobility (Map shows mobility caught in every cell and region with absolute and relative numbers and with covid thresholds. Graph in the bottom shows all users detected. Move slider to see mobility in different hour of day.)
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Figure44 - Mobility monitoring ¢ part of the Passenger Facilitatioanalytics

The first functionality that comes up when opening the public frontend is Mobility monitoRigi(e44).
Information comes up on a map of Thessalonikhere numbered nodes are shown, each roughly
corresponding to a mobile network cell. The number accompanying each node absbkitenumber of
people caught using their cell phones in that cell, on a specific hour, day, month and year. Alternatively, the
user can opt forelative numbers by clicking on the appropriate radio button. In this case, the numbers in
each node show how much higher or lower the mobility is on a specific hour, day, month and year, compared
to the average value for that node. Thadl option of COVID is in essence the implementation of the €ovid

19 statistics use case and will be presented in the next section.

Using the dropdown menus, the user can select a different month and/or year. By moving the slider, the user
can select a gific hour and day, and the data inside the map change accordingly.
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[r] DataPorts Mobiiy  Taffice

Average Mobility (Map shows average mobility in every cell individually and Barplot shows average mobility in generall every specific howr. Click a bar to change map information or select an option for month, day or color.)
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Figure45- Mobility statistics ¢ part of the Passenger Facilitation analytics

The next functionality is Mobility statistics. This shows the same map vievin tthis case what we see in

each node is the average number of people during the selected hour, day, month and year. The user can
select the desired month, day and year from the ddmwn lists, and the hour by clicking on any of the bars

in the bar chartright below the main map. Each bar corresponds to an hour within the day and shows the
average users throughout the city for that hour. The default hour is hour zero (@0:89 in the morning).
Clicking on one of the other bars updates the map to shibgvdaverage values in all nodes for the newly
selected hour. There are two options for colouring the nodes: i) by municipality, or ii) by COVID thresholds
based on average.

Ia DataPorts Mobility ~ Traffic

Average Traffic Detections (Map shows traffic sensors and the average number of vehicles they caught on a specific month day and hour.Click on a bar below to see for specific hour
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Figure46 - Traffic statisticsg part of the Passenger Facilitation analytics

The third available functionality is Traffic statistics. Again, we see the map of Thessaloniki, in which nodes
now represent traffic detector sensors. Inside each node we have the avesdfje detected by the sensor
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for every hour, day and month, which changes when selecting a different bar from the bar chart, as with
mobility statistics. We can change the month and day through the-dimpn lists on the right of the map.

[r] DataPorts Mobilty~  Taffic~

Path travel time (Map shows all paths with green and the selected path with red. Barplot shows average time to travel through the path every hour of selected day and month.)
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Figure47 - Traffic travel timesg part of the Passenger Facilitation analytics

Next is the Traffic travel times functionality. On the map we see various paths throughout the city streets as
lines, connected at various points. All paths appesagreen, with only the currently selected path being red.
The user can choose the current path from a ddmpvn list above the map. Below the map we have a bar
chart, showing the average travel duration for traversing the selected path during theestlemtir, day and
month. We can change the month and day through the ddopvn lists at the togright of the map.

m DataPorts Mobility = Traffic =

Port's parking spots
Choose parking:| Both parkings v | Capacity: 629

(Main chart shaws visitors that stayed parked in port's parking spots and the small chart under it adjusts the main chart for a better analysis.) (BarCharts show average visitors per hour and day of week.)
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Figure48 - Parking spotg; part of the Passenger Facilitation analytics

Finally, we have statistics for Parkingtsp relating to the twacommercial parking lots situated at the port
We can select whether we are interested in one of the two parking lots, or both, through addwap list at
the top-left. Right next to that is the total vehicle capacity for our setec
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The main line chart shows how the number of occupied parking spots changes during the day. We can see
that usually, peak hour is at 9:00am with a local low at around 3:00pm, then a new peak at 6:00pm and then
gradually emptying throughout the eveninghe user can adjust the small chart under the main one, in order

to isolate just one period of time and hence have better resolution in the main chart.

The bar charts to the right of the main chart show average parking spot occupancy, per hour and/eely. of

4.3.1.4 Statistics for Passengers/VisitorCovid19

Due to the unforeseen impacts of Covifl, wants to provide data on mobility to serve as indicators for social
distancing. Through the DataPorts solution, this can be accomplished, using mobility aategry OTE.

m DataPorts Mobility~  Traffic ~

Mobility (Map shows mobility caught in every cell and region with absolute and relative numbers and with covid thresholds. Graph in the bottom shows all users detected. Move slider to see mobility in different hour of day.)
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Figure49 - Mobility monitoring - Covid

The first Covidelated functionality can be found in the Mobility monitoring option of the Mobility menu.
Once the Covid thresholds radio button is selected, informationeup on a map of Thessaloniki, where
numbered nodes are shown, each roughly corresponding to a mobile networlEiceli€49). The number
accompanying each nodetise absolutenumber of people caught using their cell phones in that cell, on a
specific hour, day, month and year. In contrast to the absolute numbers option, Covid thresholds display a
different colour scheme, where the colours represent different darigeels: green is for lowisk areas,
orange for mediunrisk and red for highisk areas. Attributing a colour to a node is not based on just the
absolute amount of mobility for that node, but on the difference between the absolute and average values
for that node. This way, nodes where big spaces exist and which, therefore, frequently attract large crowds,
will not necessarily be considered highk.

The second Cowvicelated functionality can be found in the Mobility statistics option of Mebility menu.

This shows the same map view, but in this case what we see in each node is the average number of people
during the selected hour, day, month and yeBigure50). The user can select the desired month, day and
year from the dropdown lists, and the hour by clicking on any of the bars in the bar chart, right below the
main map. Each bar corresponds to an hour within the day and shows the average useghdhtcthe city

for that hour. The default hour is hour zero (00:00:59 in the morning). Clicking on one of the other bars
updates the map to show the average values in all nodes for the newly selected hour. Selecting the Covid
thresholds radio button diplays the same data as in the Colour by municipality option, but in the green
orangered scheme.
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Figure50 - Mobility statistics ¢ Covid

4.3.2 DataPorts roles

Table43 shows the organizations that take part in the scenario implementation and their roles:

Organisation Role

ThPA ThPA will be the scenario leader, providing the infrastructure and business
knowledge tosuccessfully run the demo

OTE OTE provides the mobility data that is necessary for the development and testir
GKS GCFOATAGLFGAZ2Y 27F LI aavShsa SIkEESE Oy

CERTH CERTH has provided the local applicaffontends and implementation of the
analytics applications

PRO PRO will develop the agents to acquire data at Port premises

UPV UPV will be in charge of transforming data to a common data model

EVR EVR will oversee security when it comes to communinatiith Data Governance,

as well as deployment of the Data Governance network

Table43 ¢ Analytics for ThPA Roles

4.3.3 Activities carried out

Table44 contains the tasks involved in the implementation of the scenario.

Time Actors Actions
M21-M22 | OTE Provided the mobility data
M22-M24 | CERTH, ThPA, | CERTH, ThPA and OTE decided on the initial tentative scenario
OTE specifications
M22-M28 | CERTH Create the models to generate the services based on Port Authoritieg
needs
M25-M37 | ThPA, CERTH, | Deploy the necessary infrastructure for the scenarios and the DataPc¢
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